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Homeland Security Presidential Directive/Hspd-12
Subject: Policy for a Common ldentification Standard for Federal Emplayees and Contractors

(1) Wide variations in the quality and security of forms of identification used to gain access to secure
Federal and other facilities where there is potential for temorist attacks need to be eliminated. Therefore, it is
the policy of the United States to enhance security, increase Government efficiency, reduce identity fraud,
and protect personal privacy by establishing a mandatory, Goverment-wide standard for secure and reliable
farms of identification issued by the Federal Govemment to its employees and contractors (including
contractor employees)

() To implement the policy set forth in paragraph (1), the Secretary of Commerce shall promulgate in
accordance with applicable law a Federal standard for secure and reliable forms of identification (the
"Standard”) nat later than & months after the date of this directive in consultation with the Secretary of
State, the Secretary of Defense, the Attorney General, the Secretary of Homeland Secunity, the Director of
the Office of Management and Budget (OMB), and the Director of the Office of Science and Technology
Palicy. The Secretary of Commerce shall periodically review the Standard and update the Standard as
appropriate in consultation with the affected agencies.

{3) "Secure and reliable forms of identification” for purposes of this directive means identification that (a) is
issued based on sound criteria for verifying an individual emplayee's identity; (b) is strongly resistant to
identity fraud, tampering, counterfeiting, and terronist explaitation; [c) can be rapidly authenticated
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HSPD-12 Stands for Homeland
Security Presidential Directive #12.

« HSPD-12 is the Policy for a

Common ldentification
Standard for Federal
Employees and Contractors.

e It was issued on August 27,

2004.
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« HSPD-12 goals are to:
— Enhance security
— Reduce identity fraud
— Protect personal privacy

— Leverage logical (computer)
and physical (building access)
security through one
identification card
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The National Institute of Standards and
Technology (NIST) developed standards
associated with HSPD-12.

The standards are described in a
document called FIPS (Federal Information
Processing Standards) Publication 201
“Personal Identity Verification (PIV) of
Federal Employees and Contractors”.




HSPD-12 directs the heads of executive
departments and agencies to develop a plan
to ensure their common ID cards meet the

standard.

Major Areas of Agency Responsibility:

1. Background investigations and identity
verification.

2. Creating and distributing new ID cards
which meet the NIST standards.

3. Using the new card for physical and
logical (computer system) access.

Each of these responsibilities has a
different timeline for implementation.



The employees and contractors who
are required to have a card must obtain
(or, currently possess) a successfully
adjudicated National Agency Check
with Inquiries (NACI) or higher
background investigation in order to
receive the card.

* NACI's have been arequirement for
employees since 1953
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Federal Agencies must have a system in
place to begin issuing ID cards that are
compliant with the standards by October 27,
2006 .

USDA'’s new card will be called the LincPass,
in honor of President Lincoln, founder of the
Department of Agriculture.
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A LincPass includes:

* Information printed on the card
(photograph, name, Agency etc.)

 Two fingerprint captures
* Unique card identifier

 Personal Identification Number
(PIN)

« Authentication certificate
Not all employees and contractors will

require a LincPass. Some may require
only a Site badge or a Visitor badge.
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Final definitions for the LincPass are still in progress, but it is likely to include
several variations to distinguish categories of USDA Applicants

™ ' ™

R ™)
omaTED EEATES CVERRSI B 1 L0 T ST CXCVERRARE T fu“mmm“ ruummmll
OCT2010 OCT2010 OCTZ010 OCTZ010
USDA UsDA UsDA UsDA
Affiliation Aliation Affliation Afliation
Colar Employes Calar Employee Caolor Employse Caolor Employee
Photograph | Agency Department Photograph | Agency Department Photograph ty Depariment Photograph  [Agency Depariment
Dapartmant of Dapartment of Dapartment of Dapartment of
Agriculture Agriculture Agriculture Agriculture
Expires Expies Kpires Enpires
2010 OCTIO 2010 OCTI0 2010 OCTIO0 2010 OCTIO
Dae, Doe, Doe,
Jane e Sane e
I
\ r l S LS S
Federal Federal Emergency , .
Contractors * Foreign Mationals *
Employees Responders d

10
* Proposed

&



¢
:‘f" Test your Knowledge on Homeland Security Presidential Directive # 12

QUIZ

HSPD-12 stands for: ., 1010101
A. High Speed Physical Disk #12

B. Home Station Pass Document #12

C. Homeland Security Presidential Directive #12

ANSWER

C. Homeland Security Presidential Directive #12



QUIZ

HSPD-12 applies to :

A. All Federal Agencies

B. USDA, the Department of
Commerce and the

Department of Defense only
C. USDA

ANSWER

A. All Federal Agencies

DEF ENSE

U.5. Dapartmant of Education
Promoting educational excellence tor all Amancans
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QUIZ

By which date must all Federal Agencies have a
system in place to begin issuing ID cards that are

compliant with the standards?
A. January 1, 2007

B. October 27, 2006
C. October 27, 2007

ANSWER

B. October 27, 2006




~
-
e

-
| f'i Test your Knowledge on Homeland Security Presidential Directive # 12

QuUIZ

All employees and all contractors who are required to have a
“LincPass” must obtain a successfully adjudicated National
Agency Check with Inquiries (NACI) or higher background
investigation clearance in order to receive the “LincPass”.
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To stay informed, visit the USDA HSPD-12 website.

More informational chapters to come, stay tuned for our next instaliment

on the “Benefits of HSPD-12"

http://lincpass.usda.gov
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-Paolicies, HSFD 12 mandates the development and implementation of a
Frocedures, and governmentwide Standard for a secure and reliable new
Farms identification card issued to Federal employees and contrachars.
‘References The owerall goal of of HSFD-12 i achiewe approprate security
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Team and Agency
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Fhase Il (P Il describes the technical and interoperability
requirements of an HSPD 1Z-compliant system that must be in
place by October 27, 2006
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